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To maintain the requisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, including the benefits and 
risks associated with relevant technology, engage in continuing study and 
education and comply with all continuing legal education requirements to 
which the lawyer is subject.

Technology Amendment to Comment [8] to ABA Model Rule 1.1 Competence

“It is also important that lawyers recognize their own competence 
limitations regarding computer security measures and take the necessary 
time and energy to become competent or alternatively consult available 
experts in the field.”

Arizona Bar Opinion 09-04 (December. 2009).

Competence

Confidentiality of Information

“A lawyer shall make reasonable efforts to prevent the inadvertent, or 
unauthorized disclosure of, or unauthorized access to, information 
relating to the representation of a client.”

The more sensitive the data being transmitted and the lower the legal or 
technological protection afforded by the method of communication, the 
more likely it is that special precautions may be reasonably necessary to 
protect client confidences.

2012 Amendment to ABA Model Rule 1.6(c)

Comment [17] to ABA Model Rule 1.6(c)
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COMPANY PROFILE

“Lawyers cannot take the ‘ostrich’ approach of hiding their 
heads in the sand and hoping that their office or firm will not 

suffer a data breach, compromising client information. Lawyers 
must implement administrative, technical, and physical 

safeguards to meet their obligation to make reasonable efforts 
to protect client information.”

The ABA Cybersecurity Handbook: A Resource for Attorneys, Law Firms, and Business 
Professionals, Second Edition, Jill D. Rhodes and Robert S. Litt (2018).

There are only two types 
of companies: Those 
that have been hacked,
and those that will be. 

Robert Mueller, FBI Director, 2012

Only a lawyer admitted to practice in this jurisdiction or a person under 
direct supervision of the lawyer shall be an authorized signatory or shall 
authorize transfers from a client trust account.

A lawyer should hold the property of others with the care required of a 
professional fiduciary. 

Comment to Rule 1.15, Alabama Rules of Professional Conduct

Rule 1.15(f)(1), Alabama Rules of Professional Conduct

Safekeeping Property – Nondelegable Duty
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There are only two types 
of companies: Those 
that have been hacked,
and those that will be. 

Robert Mueller, FBI Director, 2012

Only a lawyer admitted to practice in this jurisdiction or a person under 
direct supervision of the lawyer shall be an authorized signatory or shall 
authorize transfers from a client trust account.

A lawyer should hold the property of others with the care required of a 
professional fiduciary. 

Comment to Rule 1.15, Alabama Rules of Professional Conduct

Rule 1.15(f)(1), Alabama Rules of Professional Conduct

Safekeeping Property – Nondelegable DutyEthical Guidance

 Formal Ethics Opinion 477R (revised May 22, 2017), ABA Standing 
Committee on Ethics and Professional Responsibility. 

 In re Anderson, 685 S.E.2d 711 (Ga. 2009).

 Tennessee Board of Professional Responsibility Formal Ethics Opinion 
2015-F-159 (2015) (“The security precautions that lawyers take need 
not be infallible; they must be reasonable under the circumstances.”).

 Responsibilities of a Partner or Supervisory Lawyer, Rule 5.1, Alabama 
Rules of Professional Conduct.

 Responsibilities Regarding Nonlawyer Assistants, Rule 5.3, Alabama 
Rules of Professional Conduct.

Email Account Compromise Scheme
Resource Real Estate Services, LLC v. Evanston Ins. Co., 2017 WL 6608000 (D. Md. 2017).

Legitimate email 
address:

john-doe@abc.com

Fraudulent email 
address:

john_doe@abc.com

Directs the 
escrow agent to 
wire the seller’s 
proceeds to the 
imposter’s bank 
account.
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Email Account Compromise Scheme – Numbers

Increase in EAC scams reported 
by title companies to the FBI in 

2016.

480%
title companies

2,370%
exposed losses

103
countries

Increase in exposed losses 
between January, 2015 and 

December, 2016.

Fraudulent transfers have been 
sent to 103 countries. 

$16,000,000 $969,000,000

2016 2017

Amount of real estate purchase funds “diverted or 
attempted to be diverted” from real estate purchase 

transactions, and wired to “criminally controlled” accounts.

Here’s another cyber scam that could cost you thousands, Miami Herald, October 30, 2017 (data provided by FBI).

Email Account Compromise Scheme
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Errors and Omissions Insurance

Resource Real Estate Services, LLC v. Evanston Ins. Co., 2017 WL 660800 (D. Md. 2017).

“arising out of any actual or alleged conversion,
misappropriation, commingling, defalcation, theft,
disappearance, [or] insufficiency in the amount of escrow
funds, monies, monetary proceeds, funds or property, or
any other assets, securities, negotiable instruments or any
other thing of value.”

Policy Exception

Phishing and Social Engineering
The Human Problem

Spear Phishing

 Phishing emails sent to specific individuals or companies.  
Cyber criminals gather personal information about their 
target to increase their probability of success.

Phishing Emails

Mass emails sent by cyber criminals that seek to obtain 
sensitive information such as usernames, passwords, bank 
account details, or credit card details.

Social Engineering

 Psychological manipulation of people to get them to 
perform specific acts or divulge confidential information.
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Ransomware

Password Security

Length of Password

Password Reuse & Sharing

Keystroke Logging

Brute Force Attack

Data Breach
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Password Manager
Editor’s Choice – PC Magazine

1 Dashlane

2 Keeper Password Manager

3 Sticky Password Premium

4 LogMeOnce

The Best Password Managers of 2018,PC Magazine, Neil J. 
Rubenking, December 7, 2017

Social EngineeringTwo-Factor Authentication (2FA)
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Internet Security

 Make sure any website that you visit 
that contains or requests personal 
information is secure.

─ Look for the https in the web address 
or a padlock icon in your browser 
window.

─ Consider setting up a Virtual Private 
Network.

 Enable WPA2 encryption on your 
wireless router.

 Enable the firewall on your network.

 Avoid using WI-FI hotspots and free 
wireless charging stations.

18

 Responsibilities of a Partner or Supervisory Lawyer

– Rule 5.1, Alabama Rules of Professional Conduct

 Responsibilities Regarding Nonlawyer Assistants

– Rule 5.3, Alabama Rules of Professional Conduct

 In re Anderson, 685 S.E.2d 711 (Ga. 2009).

Employee Training
The Human Problem
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ATTACKER Choice title and escrowTROJANS Horse

Bank Account and Wire Transfer Security
Choice Escrow and Land Title, LLC v. BancorpSouth Bank, 754 F.3d 611 (8th Cir. 2014).

Choice employee clicks the link 
and downloads a computer virus 
that allows the attacker to take 

control Choice’s Computer.

Creates email message that 
includes a link that  link, when 

clicked on, will download a 
virus to the victim’s computer.

Created a wire transfer for 
$440,000 to a bank 

account in the Republic of 
Cypress.

hacker

Banking and Wire Transfer Controls

Dedicated Computer

Positive Pay

ACH Blocks and Filters

Dual Controls
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Understanding Cyber Insurance

• Broad cyber coverage is not currently available. 

• Failure to follow minimum required practices 

exclusion.

• Exclusions for losses directly or indirectly caused 

by “the input of Electronic Data by a natural 

person having authority to enter the Insured’s 

Computer System.”

• May not cover important losses, such as the cost 

of a company’s damaged reputation or stolen 

intellectual property.

• Premiums on cyber policies are expected to soar 

to $20 billion in 2025, up from $3 billion in 2016.

Victim Response to Email Account Compromise Scheme

1 Notify your bank and the corresponding bank.

2 Notify local FBI office and file a complaint with IC3.

3 Consider civil injunction against corresponding bank.

4 Refer to FBI PSA on Business Email Compromise Schemes.

5 Financial Fraud Kill Chain for international wire transfers.
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Summary

Security Checklist

Avoid clicking links or downloading attachments in untrustworthy offers and emails.

Train your employees in cyber security principles.

Install current antivirus, firewall, spam filtering, anti-phishing, and anti-spyware software.

Keep offline backup copies of important business data and information.

Turn your computer off at night.

Avoid sending sensitive information accessing banking websites over unsecured WIFI connections.

Confirm wiring instructions by phone (using phone number obtained from an independently verified source).

Enable two-factor authentication on email and bank accounts.

There are only two types 
of companies: Those 
that have been hacked,
and those that will be. 

Robert Mueller, FBI Director, 2012
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Alert Number

I-050417-PSA 

Questions regarding this PSA 
should be directed to your local 
FBI Field Office.

Local Field Office Locations: 
www.fbi.gov/contact-us/field

BUSINESS E-MAIL COMPROMISE
E-MAIL ACCOUNT COMPROMISE
THE 5 BILLION DOLLAR SCAM 

This Public Service Announcement (PSA) is an update to Business E-mail 
Compromise (BEC) PSAs 1-012215-PSA, 1-082715a-PSA and I-061416-PSA, 
all of which are posted on www.ic3.gov. This PSA includes new Internet Crime 
Complaint Center (IC3) complaint information and updated statistical data as 
of December 31, 2016. 

DEFINITION
Business E-mail Compromise (BEC) is defined as a sophisticated scam 
targeting businesses working with foreign suppliers and/or businesses that 
regularly perform wire transfer payments. The E-mail Account Compromise 
(EAC) component of BEC targets individuals that perform wire transfer 
payments. 

The techniques used in the BEC/EAC scam have become increasingly similar, 

prompting the IC3 to begin tracking these scams as a single crime type
1
 in 

2017. 

The scam is carried out when a subject compromises legitimate business 
e-mail accounts through social engineering or computer intrusion techniques 
to conduct unauthorized transfers of funds.

Most victims report using wire transfers as a common method of transferring 
funds for business purposes; however, some victims report using checks as a 
common method of payment. The fraudsters will use the method most 
commonly associated with their victim’s normal business practices. The scam 
has evolved to include the compromising of legitimate business e-mail 
accounts and requesting Personally Identifiable Information (PII) or Wage and 
Tax Statement (W-2) forms for employees, and may not always be associated 
with a request for transfer of funds. 

BACKGROUND
The victims of the BEC/EAC scam range from small businesses to large 
corporations. The victims continue to deal in a wide variety of goods and 
services, indicating that no specific sector is targeted more than another. 

It is largely unknown how victims are selected; however, the subjects monitor 
and study their selected victims using social engineering techniques prior to 
initiating the BEC scam. The subjects are able to accurately identify the 
individuals and protocols necessary to perform wire transfers within a specific 
business environment. Victims may also first receive “phishing” e-mails 
requesting additional details regarding the business or individual being 
targeted (name, travel dates, etc.). 

Some individuals reported being a victim of various Scareware or Ransomware 
cyber intrusions immediately preceding a BEC incident. These intrusions can 
initially be facilitated through a phishing scam in which a victim receives an 
e-mail from a seemingly legitimate source that contains a malicious link. The 
victim clicks on the link, and it downloads malware, allowing the subject(s) 
unfettered access to the victim’s data, including passwords or financial account 
information.

The BEC/EAC scam is linked to other forms of fraud, including but not limited 
to: romance, lottery, employment, and rental scams. The victims of these 
scams are usually U.S. based and may be recruited as unwitting money 

mules
2
. The mules receive the fraudulent funds in their personal accounts and 

are then directed by the subject to quickly transfer the funds to another bank 
account, usually outside the U.S., upon direction, mules may open bank 
accounts and/or shell corporations to further the fraud scheme.
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STATISTICAL DATA
The BEC/EAC scam continues to grow, evolve, and target small, medium, and 
large businesses. Between January 2015 and December 2016, there was a 

2,370% increase in identified exposed losses
3
. The scam has been reported in 

all 50 states and in 131 countries. Victim complaints filed with the IC3 and 
financial sources indicate fraudulent transfers have been sent to 103 countries. 

Based on the financial data, Asian banks located in China and Hong Kong 
remain the primary destinations of fraudulent funds; however, financial 
institutions in the United Kingdom have also been identified as prominent 
destinations.

The following BEC/EAC statistics were reported to the IC3 and are derived 
from multiple sources, including IC3 and international law enforcement 
complaint data and filings from financial institutions between October 2013 
and December 2016:

Domestic and international incidents: 40,203

Domestic and international exposed dollar loss: $5,302,890,448

The following BEC/EAC statistics were reported in victim complaints to the IC3 
from October 2013 to December 2016:

Total U.S. victims: 22,292

Total U.S. exposed dollar loss: $1,594,503,669

Total non-U.S. victims: 2,053

Total non-U.S. exposed dollar loss: $626,915,475

The following BEC/EAC statistics were reported by victims via the financial 
transaction component of the new IC3 complaint form, which BECame 

available in June 2016
4
. The following statistics were reported in victim 

complaints to the IC3 from June 2016 to December 2016:

Total U.S. financial recipients: 3,044

Total U.S. financial recipient exposed dollar loss: $346,160,957

Total non-U.S. financial recipients: 774

Total non-U.S. financial recipient exposed dollar 
loss:

$448,464,415

SCENARIOS OF BEC/EAC
Based on IC3 complaints and other complaint data, there are five main 
scenarios by which this scam is perpetrated. 

Scenario 1: Business Working with a Foreign Supplier
A business that typically has a longstanding relationship with a supplier is 
requested to wire funds for an invoice payment to an alternate, fraudulent 
account. The request may be made via telephone, facsimile, or e-mail. If an 
e-mail is received, the subject will spoof the e-mail request so it appears 
similar to a legitimate request. Likewise, requests made via facsimile or 
telephone call will closely mimic a legitimate request. This particular scenario 
has also been referred to as the “Bogus Invoice Scheme,” “Supplier Swindle,” 
and “Invoice Modification Scheme.” 

Scenario 2: Business Executive Receiving or Initiating a Request for a Wire 
Transfer
The e-mail accounts of high-level business executives (Chief Financial Officer, 
Chief Technology Officer, etc.) are compromised. The account may be spoofed 
or hacked. A request for a wire transfer from the compromised account is 
made to a second employee within the company who is typically responsible 
for processing these requests. In some instances, a request for a wire transfer 
from the compromised account is sent directly to the financial institution with 
instructions to urgently send funds to bank “X” for reason “Y.” This particular 
scenario has been referred to as “CEO Fraud,” “Business Executive Scam,” 
“Masquerading,” and “Financial Industry Wire Frauds.” 

Scenario 3: Business Contacts Receiving Fraudulent Correspondence through 
Compromised E-mail
An employee of a business has his or her personal e-mail hacked. This 
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personal e-mail may be used for both personal and business communications. 
Requests for invoice payments to fraudster-controlled bank accounts are sent 
from this employee’s personal e-mail to multiple vendors identified from this 
employee’s contact list. The business may not BECome aware of the fraudulent 
requests until that business is contacted by a vendor to follow up on the status 
of an invoice payment. 

Scenario 4: Business Executive and Attorney Impersonation
Victims report being contacted by fraudsters who typically identify themselves 
as lawyers or representatives of law firms and claim to be handling confidential 
or time-sensitive matters. This contact may be made via either phone or 
e-mail. Victims may be pressured by the fraudster to act quickly or secretly in 
handling the transfer of funds. This type of BEC scam may occur at the end of 
the business day or work week and be timed to coincide with the close of 
business of international financial institutions. 

Scenario 5: Data Theft
Fraudulent requests are sent utilizing a business executive’s compromised 
e-mail. The entities in the business organization responsible for W-2s or 
maintaining PII, such as the human resources department, bookkeeping, or 
auditing section, have frequently been identified as the targeted recipients of 
the fraudulent request for W-2 and/or PII. Some of these incidents are isolated 
and some occur prior to a fraudulent wire transfer request. Victims report they 
have fallen for this new BEC scenario even if they were able to successfully 
identify and avoid the traditional BEC scam. This data theft scenario of the BEC 
scam first appeared just prior to the 2016 tax season. 

TRENDS
W-2/PII Data Theft
This scenario of BEC/EAC was identified in 2016 in which a human resource 
department or counterpart was targeted with a spoofed e-mail seemingly on 
behalf of a business executive requesting all employee PII or W-2 forms for 
tax or audit purposes. The request appeared to coincide with the 2016 U.S. tax 
season, which runs from January through April. The number of complaints and 
reported losses peaked in April 2016, although complaints were still submitted 
by victims throughout 2016. Victims appeared to be both the businesses 
responsible for maintaining PII data and the employees whose PII was 
compromised. In several instances, thousands of employees were 
compromised. Employees filed identity theft–related complaints with IC3 that 
included reported incidents of fraudulent tax return filings, credit card 
applications, and loan applications. 

Resurgence of Original Scheme
The IC3 saw a 50% increase in the number of complaints in 2016 filed by 
businesses working with dedicated international suppliers. This scenario was 
described in the earliest BEC/EAC complaints and quickly evolved into more 
sophisticated scenarios . In some instances, instead of requesting a change in 
a single remittance or invoice payment, BEC/EAC perpetrators changed the 
remittance location to redirect all incoming invoice payments. The fraudulent 
request appeared to be facilitated through a spoofed e-mail or domain. 

Real Estate Transactions
The BEC/EAC scam targets all participants in real estate transactions, including 
buyers, sellers, agents, and lawyers. The IC3 saw a 480% increase in the 
number of complaints in 2016 filed by title companies that were the primary 
target of the BEC/EAC scam. The BEC/EAC perpetrators were able to monitor 
the real estate proceeding and time the fraudulent request for a change in 
payment type (frequently from check to wire transfer) or a change from one 
account to a different account under their control. 

SUGGESTIONS FOR PROTECTION
Businesses with an increased awareness and understanding of the BEC/EAC 
scam are more likely to recognize when they have been targeted by BEC/EAC 
fraudsters, and are therefore more likely to avoid falling victim and sending 
fraudulent payments. 

Businesses that deploy robust internal prevention techniques at all levels 
(especially for front line employees who may be the recipients of initial 
phishing attempts) have proven highly successful in recognizing and deflecting 
BEC/EAC attempts. 

Some financial institutions reported holding their customer requests for 
international wire transfers for an additional period of time to verify the 
legitimacy of the request. 
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The following list includes self-protection strategies: 

• Avoid free web-based e-mail accounts: Establish a company domain 
name and use it to establish company e-mail accounts in lieu of free, 
web-based accounts. 

• Be careful what you post to social media and company websites, 
especially job duties and descriptions, hierarchal information, and out-
of-office details. 

• Be suspicious of requests for secrecy or pressure to take action quickly. 

• Consider additional IT and financial security procedures, including the 
implementation of a two-step verification process. For example: 

◦ Out-of-Band Communication: Establish other communication 
channels, such as telephone calls, to verify significant 
transactions. Arrange this two-factor authentication early in the 
relationship and outside the e-mail environment to avoid 
interception by a hacker. 

◦ Digital Signatures: Both entities on EACh side of a transaction 
should utilize digital signatures. This will not work with web-based 
e-mail accounts. Additionally, some countries ban or limit the use 
of encryption. 

• Immediately report and delete unsolicited e-mail (spam) from unknown 
parties. DO NOT open spam e-mail, click on links in the e-mail, or open 
attachments. These often contain malware that will give subjects access 
to your computer system. 

• Do not use the “Reply” option to respond to any business e-mails. 
Instead, use the “Forward” option and either type in the correct e-mail 
address or select it from the e-mail address book to ensure the intended 
recipient’s correct e-mail address is used. 

• Consider implementing two-factor authentication for corporate e-mail 
accounts. Two-factor authentication mitigates the threat of a subject 
gaining access to an employee’s e-mail account through a compromised 
password by requiring two pieces of information to log in: (1) something 
you know (a password) and (2) something you have (such as a dynamic 
PIN or code). 

• Beware of sudden changes in business practices. For example, if a 
current business contact suddenly asks to be contacted via their 
personal e-mail address when all previous official correspondence has 
been through company e-mail, the request could be fraudulent. Always 
verify via other channels that you are still communicating with your 
legitimate business partner. 

• Create intrusion detection system rules that flag e-mails with extensions 
that are similar to company e-mail. For example, a detection system for 
legitimate e-mail of abc_company.com would flag fraudulent e-mail from 
abc-company.com. 

• Register all company domains that are slightly different than the actual 
company domain. 

• Verify changes in vendor payment location by adding additional two-
factor authentication such as having a secondary sign-off by company 
personnel. 

• Confirm requests for transfers of funds. When using phone verification 
as part of two-factor authentication, use previously known numbers, not 
the numbers provided in the e-mail request. 

• Know the habits of your customers, including the details of, reasons 
behind, and amount of payments. 

• Carefully scrutinize all e-mail requests for transfers of funds to 
determine if the requests are out of the ordinary. 

A complete list of self-protection strategies is available on the United States 
Department of Justice website www.justice.gov in the publication titled “Best 
Practices for Victim Response and Reporting of Cyber Incidents.” 

WHAT TO DO IF YOU ARE A VICTIM
If funds are transferred to a fraudulent account, it is important to act quickly: 

• Contact your financial institution immediately upon discovering the 
fraudulent transfer.

• Request that your financial institution contact the corresponding 
financial institution where the fraudulent transfer was sent.

• Contact your local Federal Bureau of Investigation (FBI) office if the wire 
is recent. The FBI, working with the United States Department of 
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Treasury Financial Crimes Enforcement Network, might be able to help 
return or freeze the funds.

• File a complaint, regardless of dollar loss, with www.ic3.gov or, for 
BEC/EAC victims, bec.ic3.gov

When contacting law enforcement or filing a complaint with IC3, it is important 
to identify your incident as “BEC/EAC”; also consider providing the following 
information: 

• Originating business name

• Originating financial institution name and address

• Originating account number

• Beneficiary name

• Beneficiary financial institution name and address

• Beneficiary account number

• Correspondent bank if known or applicable

• Dates and amounts transferred

• IP and/or e-mail address of fraudulent e-mail

Detailed descriptions of BEC/EAC incidents should include but not be limited to 
the following when contacting law enforcement: 

• Date and time of incidents

• Incorrectly formatted invoices or letterheads

• Requests for secrecy or immediate action

• Unusual timing, requests, or wording of the fraudulent phone calls or 
e-mails

• Phone numbers of the fraudulent phone calls

• Description of any phone contact, including frequency and timing of calls 

• Foreign accents of the callers

• Poorly worded or grammatically incorrect e-mails

• Reports of any previous e-mail phishing activity

1. The IC3 uses descriptions of crime types for categorization purposes. ↩

2. Money mules are defined as persons who transfer money illegally on behalf of others. ↩

3. Exposed dollar loss includes actual and attempted loss in United States dollars. ↩

4. “Financial Recipient” is defined as an account holder who receives the fraudulent funds. ↩
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ABA Formal Op. 17-477
American Bar Association Formal Ethics Opinion 17-477

American Bar Association

SECURING COMMUNICATION OF PROTECTED CLIENT INFORMATION

May 11, 2017 Revised May 22, 2017

Formal Opinion 477R *

A lawyer generally may transmit information relating to the representation of a client over the internet without violating
the Model Rules of Professional Conduct where the lawyer has undertaken reasonable efforts to prevent inadvertent
or unauthorized access. However, a lawyer may be required to take special security precautions to protect against the
inadvertent or unauthorized disclosure of client information when required by an agreement with the client or by law, or
when the nature of the information requires a higher degree of security.

I. Introduction

In Formal Opinion 99-413 this Committee addressed a lawyer's confidentiality obligations for email communications
with clients. While the basic obligations of confidentiality remain applicable today, the role and risks of technology in
the practice of law have evolved since 1999 prompting the need to update Opinion 99-413.

Formal Opinion 99-413 concluded: “Lawyers have a reasonable expectation of privacy in communications made by
all forms of e-mail, including unencrypted e-mail sent on the Internet, despite some risk of interception and disclosure.
It therefore follows that its use is consistent with the duty under Rule 1.6 to use reasonable means to maintain the

confidentiality of information relating to a client's representation.” 1

Unlike 1999 where multiple methods of communication were prevalent, today, many lawyers primarily use electronic
means to communicate and exchange documents with clients, other lawyers, and even with other persons who are

assisting a lawyer in delivering legal services to clients. 2

Since 1999, those providing legal services now regularly use a variety of devices to create, transmit and store
confidential communications, including desktop, laptop and notebook computers, tablet devices, smartphones, and
cloud resource and storage locations. Each device and each storage location offer an opportunity for the inadvertent or

unauthorized disclosure of information relating to the representation, and thus implicate a lawyer's ethical duties. 3

In 2012 the ABA adopted “technology amendments” to the Model Rules, including updating the Comments to Rule
1.1 on lawyer technological competency and adding paragraph (c) and a new Comment to Rule 1.6, addressing a lawyer's
obligation to take reasonable measures to prevent inadvertent or unauthorized disclosure of information relating to
the representation.DPA1⌑At the same time, the term “cybersecurity” has come into existence to encompass the broad
range of issues relating to preserving individual privacy from intrusion by nefarious actors throughout the internet.
Cybersecurity recognizes a post-Opinion 99-413 world where law enforcement discusses hacking and data loss in terms

of “when,” and not “if.” 4  Law firms are targets for two general reasons: (1) they obtain, store and use highly sensitive
information about their clients while at times utilizing safeguards to shield that information that may be inferior to those
deployed by the client, and (2) the information in their possession is more likely to be of interest to a hacker and likely

less voluminous than that held by the client. 5
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The Model Rules do not impose greater or different duties of confidentiality based upon the method by which a
lawyer communicates with a client. But how a lawyer should comply with the core duty of confidentiality in an ever-
changing technological world requires some reflection.

Against this backdrop we describe the “technology amendments” made to the Model Rules in 2012, identify some of
the technology risks lawyers face, and discuss factors other than the Model Rules of Professional Conduct that lawyers
should consider when using electronic means to communicate regarding client matters.

II. Duty of Competence

Since 1983, Model Rule 1.1 has read: “A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness and preparation reasonably necessary for the

representation.” 6  The scope of this requirement was clarified in 2012 when the ABA recognized the increasing impact
of technology on the practice of law and the duty of lawyers to develop an understanding of that technology. Thus,
Comment ¿8º to Rule 1.1 was modified to read:

To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice,
including the benefits and risks associated with relevant technology, engage in continuing study and education and

comply with all continuing legal education requirements to which the lawyer is subject. (Emphasis added.) 7

Regarding the change to Rule 1.1's Comment, the ABA Commission on Ethics 20/20 explained:

Model Rule 1.1 requires a lawyer to provide competent representation, and Comment [6] [renumbered as
Comment [8]] specifies that, to remain competent, lawyers need to “keep abreast of changes in the law and its
practice.” The Commission concluded that, in order to keep abreast of changes in law practice in a digital age,
lawyers necessarily need to understand basic features of relevant technology and that this aspect of competence
should be expressed in the Comment. For example, a lawyer would have difficulty providing competent legal services

in today's environment without knowing how to use email or create an electronic document. 8

III. Duty of Confidentiality

In 2012, amendments to Rule 1.6 modified both the rule and the commentary about what efforts are required to
preserve the confidentiality of information relating to the representation. Model Rule 1.6(a) requires that “A lawyer

shall not reveal information relating to the representation of a client” unless certain circumstances arise. 9  The 2012
modification added a new duty in paragraph (c) that: “A lawyer shall make reasonable efforts to prevent the inadvertent

or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client.” 10

Amended Comment [18] explains:

Paragraph (c) requires a lawyer to act competently to safeguard information relating to the representation of
a client against unauthorized access by third parties and against inadvertent or unauthorized disclosure by the
lawyer or other persons who are participating in the representation of the client or who are subject to the lawyer's
supervision. See Rules 1.1, 5.1 and 5.3. The unauthorized access to, or the inadvertent or unauthorized disclosure
of, information relating to the representation of a client does not constitute a violation of paragraph (c) if the lawyer
has made reasonable efforts to prevent the access or disclosure.
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At the intersection of a lawyer's competence obligation to keep “abreast of knowledge of the benefits and
risks associated with relevant technology,” and confidentiality obligation to make “reasonable efforts to prevent the
inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a
client,” lawyers must exercise reasonable efforts when using technology in communicating about client matters. What
constitutes reasonable efforts is not susceptible to a hard and fast rule, but rather is contingent upon a set of factors.
In turn, those factors depend on the multitude of possible types of information being communicated (ranging along a
spectrum from highly sensitive information to insignificant), the methods of electronic communications employed, and

the types of available security measures for each method. 11

Therefore, in an environment of increasing cyber threats, the Committee concludes that, adopting the language in
the ABA Cybersecurity Handbook, the reasonable efforts standard:

. . . rejects requirements for specific security measures (such as firewalls, passwords, and the like) and instead
adopts a fact-specific approach to business security obligations that requires a “process” to assess risks, identify and
implement appropriate security measures responsive to those risks, verify that they are effectively implemented, and

ensure that they are continually updated in response to new developments. 12

Recognizing the necessity of employing a fact-based analysis, Comment [18] to Model Rule 1.6(c) includes
nonexclusive factors to guide lawyers in making a “reasonable efforts” determination. Those factors include:

• the sensitivity of the information,

• the likelihood of disclosure if additional safeguards are not employed,

• the cost of employing additional safeguards,

• the difficulty of implementing the safeguards, and

• the extent to which the safeguards adversely affect the lawyer's ability to represent clients (e.g., by making a

device or important piece of software excessively difficult to use). 13

A fact-based analysis means that particularly strong protective measures, like encryption, are warranted in some
circumstances. Model Rule 1.4 may require a lawyer to discuss security safeguards with clients. Under certain
circumstances, the lawyer may need to obtain informed consent from the client regarding whether to the use enhanced
security measures, the costs involved, and the impact of those costs on the expense of the representation where
nonstandard and not easily available or affordable security methods may be required or requested by the client.
Reasonable efforts, as it pertains to certain highly sensitive information, might require avoiding the use of electronic
methods or any technology to communicate with the client altogether, just as it warranted avoiding the use of the
telephone, fax and mail in Formal Opinion 99-413.

In contrast, for matters of normal or low sensitivity, standard security methods with low to reasonable costs to
implement, may be sufficient to meet the reasonable-efforts standard to protect client information from inadvertent and
unauthorized disclosure.

In the technological landscape of Opinion 99-413, and due to the reasonable expectations of privacy available
to email communications at the time, unencrypted email posed no greater risk of interception or disclosure than
other non-electronic forms of communication. This basic premise remains true today for routine communication with
clients, presuming the lawyer has implemented basic and reasonably available methods of common electronic security
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measures. 14  Thus, the use of unencrypted routine email generally remains an acceptable method of lawyer-client
communication.

However, cyber-threats and the proliferation of electronic communications devices have changed the landscape
and it is not always reasonable to rely on the use of unencrypted email. For example, electronic communication
through certain mobile applications or on message boards or via unsecured networks may lack the basic expectation of
privacy afforded to email communications. Therefore, lawyers must, on a case-by-case basis, constantly analyze how
they communicate electronically about client matters, applying the Comment [18] factors to determine what effort is
reasonable.

While it is beyond the scope of an ethics opinion to specify the reasonable steps that lawyers should take under any
given set of facts, we offer the following considerations as guidance:

1. Understand the Nature of the Threat.

Understanding the nature of the threat includes consideration of the sensitivity of a client's information and
whether the client's matter is a higher risk for cyber intrusion. Client matters involving proprietary information in
highly sensitive industries such as industrial designs, mergers and acquisitions or trade secrets, and industries like

healthcare, banking, defense or education, may present a higher risk of data theft. 15  “Reasonable efforts” in higher
risk scenarios generally means that greater effort is warranted.

2. Understand How Client Confidential Information is Transmitted and Where It Is Stored.

A lawyer should understand how their firm's electronic communications are created, where client data resides,
and what avenues exist to access that information. Understanding these processes will assist a lawyer in managing
the risk of inadvertent or unauthorized disclosure of client-related information. Every access point is a potential
entry point for a data loss or disclosure. The lawyer's task is complicated in a world where multiple devices may
be used to communicate with or about a client and then store those communications. Each access point, and each
device, should be evaluated for security compliance.

3. Understand and Use Reasonable Electronic Security Measures.

Model Rule 1.6(c) requires a lawyer to make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a client. As Comment [18]
makes clear, what is deemed to be “reasonable” may vary, depending on the facts and circumstances of each case.
Electronic disclosure of, or access to, client communications can occur in different forms ranging from a direct
intrusion into a law firm's systems to theft or interception of information during the transmission process. Making
reasonable efforts to protect against unauthorized disclosure in client communications thus includes analysis of
security measures applied to both disclosure and access to a law firm's technology system and transmissions.

A lawyer should understand and use electronic security measures to safeguard client communications and
information. A lawyer has a variety of options to safeguard communications including, for example, using secure
internet access methods to communicate, access and store client information (such as through secure Wi-Fi, the
use of a Virtual Private Network, or another secure internet portal), using unique complex passwords, changed
periodically, implementing firewalls and anti-Malware/Anti-Spyware/Antivirus software on all devices upon which
client confidential information is transmitted or stored, and applying all necessary security patches and updates to
operational and communications software. Each of these measures is routinely accessible and reasonably affordable
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or free. Lawyers may consider refusing access to firm systems to devices failing to comply with these basic methods.
It also may be reasonable to use commonly available methods to remotely disable lost or stolen devices, and to
destroy the data contained on those devices, especially if encryption is not also being used.

Other available tools include encryption of data that is physically stored on a device and multi-factor
authentication to access firm systems.

In the electronic world, “delete” usually does not mean information is permanently deleted, and “deleted” data
may be subject to recovery. Therefore, a lawyer should consider whether certain data should ever be stored in an
unencrypted environment, or electronically transmitted at all.

4. Determine How Electronic Communications About Clients Matters Should Be Protected.

Different communications require different levels of protection. At the beginning of the client-lawyer
relationship, the lawyer and client should discuss what levels of security will be necessary for each electronic
communication about client matters. Communications to third parties containing protected client information
requires analysis to determine what degree of protection is appropriate. In situations where the communication
(and any attachments) are sensitive or warrant extra security, additional electronic protection may be required. For
example, if client information is of sufficient sensitivity, a lawyer should encrypt the transmission and determine how

to do so to sufficiently protect it, 16  and consider the use of password protection for any attachments. Alternatively,
lawyers can consider the use of a well vetted and secure third-party cloud based file storage system to exchange
documents normally attached to emails.

Thus, routine communications sent electronically are those communications that do not contain information
warranting additional security measures beyond basic methods. However, in some circumstances, a client's lack of
technological sophistication or the limitations of technology available to the client may require alternative non-
electronic forms of communication altogether.

A lawyer also should be cautious in communicating with a client if the client uses computers or other devices

subject to the access or control of a third party. 17  If so, the attorney-client privilege and confidentiality of
communications and attached documents may be waived. Therefore, the lawyer should warn the client about the
risk of sending or receiving electronic communications using a computer or other device, or email account, to which

a third party has, or may gain, access. 18

5. Label Client Confidential Information.

Lawyers should follow the better practice of marking privileged and confidential client communications as
“privileged and confidential” in order to alert anyone to whom the communication was inadvertently disclosed that
the communication is intended to be privileged and confidential. This can also consist of something as simple as
appending a message or “disclaimer” to client emails, where such a disclaimer is accurate and appropriate for the

communication. 19

Model Rule 4.4(b) obligates a lawyer who “knows or reasonably should know” that he has received an
inadvertently sent “document or electronically stored information relating to the representation of the lawyer's
client” to promptly notify the sending lawyer. A clear and conspicuous appropriately used disclaimer may affect
whether a recipient lawyer's duty under Model Rule 4.4(b) for inadvertently transmitted communications is satisfied.
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6. Train Lawyers and Nonlawyer Assistants in Technology and Information Security.

Model Rule 5.1 provides that a partner in a law firm, and a lawyer who individually or together with other
lawyers possesses comparable managerial authority in a law firm, shall make reasonable efforts to ensure that
the firm has in effect measures giving reasonable assurance that all lawyers in the firm conform to the Rules of
Professional Conduct. Model Rule 5.1 also provides that lawyers having direct supervisory authority over another
lawyer shall make reasonable efforts to ensure that the other lawyer conforms to the Rules of Professional Conduct.
In addition, Rule 5.3 requires lawyers who are responsible for managing and supervising nonlawyer assistants to
take reasonable steps to reasonably assure that the conduct of such assistants is compatible with the ethical duties of
the lawyer. These requirements are as applicable to electronic practices as they are to comparable office procedures.

In the context of electronic communications, lawyers must establish policies and procedures, and periodically
train employees, subordinates and others assisting in the delivery of legal services, in the use of reasonably secure
methods of electronic communications with clients. Lawyers also must instruct and supervise on reasonable measures
for access to and storage of those communications. Once processes are established, supervising lawyers must follow
up to ensure these policies are being implemented and partners and lawyers with comparable managerial authority
must periodically reassess and update these policies. This is no different than the other obligations for supervision
of office practices and procedures to protect client information.

7. Conduct Due Diligence on Vendors Providing Communication Technology.

Consistent with Model Rule 1.6(c), Model Rule 5.3 imposes a duty on lawyers with direct supervisory authority
over a nonlawyer to make “reasonable efforts to ensure that” the nonlawyer's “conduct is compatible with the
professional obligations of the lawyer.”

In ABA Formal Opinion 08-451, this Committee analyzed Model Rule 5.3 and a lawyer's obligation when
outsourcing legal and nonlegal services. That opinion identified several issues a lawyer should consider when
selecting the outsource vendor, to meet the lawyer's due diligence and duty of supervision. Those factors also apply
in the analysis of vendor selection in the context of electronic communications. Such factors may include:

• reference checks and vendor credentials;
• vendor's security policies and protocols;
• vendor's hiring practices;
• the use of confidentiality agreements;
• vendor's conflicts check system to screen for adversity; and
• the availability and accessibility of a legal forum for legal relief for violations of the vendor agreement.

Any lack of individual competence by a lawyer to evaluate and employ safeguards to protect client confidences

may be addressed through association with another lawyer or expert, or by education. 20

Since the issuance of Formal Opinion 08-451, Comment [3] to Model Rule 5.3 was added to address outsourcing,
including “using an Internet-based service to store client information.” Comment [3] provides that the “reasonable
efforts” required by Model Rule 5.3 to ensure that the nonlawyer's services are provided in a manner that is
compatible with the lawyer's professional obligations “will depend upon the circumstances.” Comment [3] contains
suggested factors that might be taken into account:

• the education, experience, and reputation of the nonlawyer;
• the nature of the services involved;
• the terms of any arrangements concerning the protection of client information; and
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• the legal and ethical environments of the jurisdictions in which the services will be performed particularly
with regard to confidentiality.

Comment [3] further provides that when retaining or directing a nonlawyer outside of the firm, lawyers should
communicate “directions appropriate under the circumstances to give reasonable assurance that the nonlawyer's

conduct is compatible with the professional obligations of the lawyer.” 21  If the client has not directed the selection
of the outside nonlawyer vendor, the lawyer has the responsibility to monitor how those services are being

performed. 22

Even after a lawyer examines these various considerations and is satisfied that the security employed is sufficient
to comply with the duty of confidentiality, the lawyer must periodically reassess these factors to confirm that the
lawyer's actions continue to comply with the ethical obligations and have not been rendered inadequate by changes
in circumstances or technology.

IV. Duty to Communicate

Communications between a lawyer and client generally are addressed in Rule 1.4. When the lawyer reasonably
believes that highly sensitive confidential client information is being transmitted so that extra measures to protect the

email transmission are warranted, the lawyer should inform the client about the risks involved. 23  The lawyer and
client then should decide whether another mode of transmission, such as high level encryption or personal delivery
is warranted. Similarly, a lawyer should consult with the client as to how to appropriately and safely use technology
in their communication, in compliance with other laws that might be applicable to the client. Whether a lawyer is
using methods and practices to comply with administrative, statutory, or international legal standards is beyond
the scope of this opinion.

A client may insist or require that the lawyer undertake certain forms of communication. As explained in
Comment ¿19º to Model Rule 1.6, “A client may require the lawyer to implement special security measures not
required by this Rule or may give informed consent to the use of a means of communication that would otherwise
be prohibited by this Rule.”

V. Conclusion

Rule 1.1 requires a lawyer to provide competent representation to a client. Comment [8] to Rule 1.1 advises lawyers
that to maintain the requisite knowledge and skill for competent representation, a lawyer should keep abreast of the
benefits and risks associated with relevant technology. Rule 1.6(c) requires a lawyer to make “reasonable efforts” to
prevent the inadvertent or unauthorized disclosure of or access to information relating to the representation.

A lawyer generally may transmit information relating to the representation of a client over the internet without
violating the Model Rules of Professional Conduct where the lawyer has undertaken reasonable efforts to prevent
inadvertent or unauthorized access. However, a lawyer may be required to take special security precautions to protect
against the inadvertent or unauthorized disclosure of client information when required by an agreement with the client
or by law, or when the nature of the information requires a higher degree of security.
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