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The information provided is for informational purposes only and
should not be used or relied upon for any other purpose. This
information is not intended nor should it be construed as
providing legal advice. Old Republic National Title Insurance
Company does not guarantee, and assumes no responsibility for,
the accuracy, timeliness, correctness, or completeness of the
information. Always seek the advice of competent counsel with
any questions you may have regarding any legal issue.
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1. Why is wire fraud so prevalent

* It’s LUCRATIVE

* FBI reports show US losses of around S3 Billion Dollars per year
in wire fraud

* Wire fraud losses globally are around $12.5 Billion Dollars per
year

* In 2018 there were 11,300 cybercrimes reported to the FBI’s
Internet Crimes Control Center totaling nearly $150 million in
losses involving real estate fraud

* Average Bank robbery is around $7,000 and the average wire
fraud loss is around $137,000

* ALTA reports that 75% of title agents do not conduct phishing
test
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Il. Know Your Network

* Understand and protect against the “threat landscape”

* Your perimeter consists of:
» Passwords
»Email
» Wi-Fi
»Hardware (cloud)
» Software/Apps
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Passwords: Your First Line of
Defense

e Use phrase passwords with numbers and special
characters (ex. Oh my, 1 stubbed my toe!)

* Password length should be at least 16 characters long

e Use a password manager like Lastpass, Dashlane or
1Password

* NEVER give out your password to anyone
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2FA: An Added Layer of Protection

Two Factor Authentication (2FA) can be added to your
email account and other personal accounts like LinkedIn

It will require you to enter a code sent to your phone or e-
mail.

Beware: 2FA portals can be spoofed like an email or
website

2FA is still considered a best security practice
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Email

Emails are not secure

Communication protocol used by email called Simple Mail
Transfer Protocal (SMTP) doesn’t involve authentication.

Attachments can be dangerous (ransomware, malware,
etc.)

Learn and teach signs of email spoofing
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Playing Detective

* Website portal spoofing

e Unsecure websites are fabricated websites made to
deceive the user into inputting their information.
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A S

Top 5 Email Security Tips

Don’t trust the display name

Look but don’t click

Analyze the salutation

Don’t give up personal information
Beware of urgent or threatening language
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 Open Doors of Wi-Fi

Be sure to be connected to the correct Hotspot

Criminals can spy on your connection as well as hijack your files
directly despite other securities

Use security on your internal WiFi, preferably WPA2

Update Routers with patches and upgrade the device very few
years

Encryption of files and emails is important for this reason
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Encryption

Process of encoding messages or information in such a
way that only parties with the decryption key can read the
data

Full Disk Encryption is NOT enough

Full disk encryption protects data that resides on your
computer in case it is lost or stolen

It doesn’t protect the information when it is in transit,
stored on the cloud or infected with data stealing malware

File Encryption is a tool that encrypts a file as soon as the
file is created. Various software tools offer this
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Hardware

 Hardware-based security includes
* Desktop and laptop computers, USB drives, routers

* Use a leading Next Generation Firewall with the following
capabilities — Intrusion Prevention (IPS) using deep packet
inspection, Advanced Threat Protection (ATP),
Sandboxing, GeolP filtering, Web / Application protection
with https scanning, works in conjunction with Endpoint
Protection agent.
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Software/Apps

* Know your source when downloading software/apps
— Get apps via your mobile device’s official marketplace
— Check the mobile app reputation (rating) of the developer
 Update software with latest patches
— Ensure your installed apps and software are up-to-date

— Microsoft is no longer providing patches for Explorer
* Switch to using Microsoft Edge

* Use advanced Endpoint Protection software

— Specific ransomware protection, exploit prevention, ML
— Works in conjunction with the firewall
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Estate Fraud

Monitor death certificates filed in affluent counties across
the county

Identify a recently deceased individual who owned
property at the time of death

Impersonate a PR of the deceased and then fake court
documentation authorizing the sale

List and steal property or divert earnest money in
connection with a buy/sell arrangement.
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Who is Responsible for Wire Fraud
Losses

* Plaintiff was granted judgment against Defendants (Broker
and Agent) jointly and severally, on his claim for negligent
misrepresentation in the amount of $167,129.27

»Bain v. Platinum Realty LLC et al. Case No. 16-DV-02326
JWL Dist. Court, D. Kansas 2019
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Trust Accounts
Rule 1.15

A lawyer shall hold the property of clients or third persons
that is in the lawyer's possession in connection with a
representation separate from the lawyer’'s own property. Rule
1.15(a), Alabama Rules of Professional Conduct.

A lawyer shall designate all trust accounts, as well as checks
and deposit slips, as an “Attorney Trust Account”.

Complete records of such account funds and other property
shall be kept by the lawyer and shall be preserved for six (6)
years after termination of the representation. Rule 1.15(e),
Alabama Rules of Professional Conduct.
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1l & IV. Humans are the weakest
link
* Creating a Culture of Compliance and Curiosity
e Security is everyone’s job
e Use fraud attempts as training opportunities
* Train and empower employees and referral partners
* Test, measure, improve
* Celebrate wins

 Download a training guide: https://certifid.com/ebook-
clear-to-close/
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V. Working with partners

* How can you help real estate agents and other
professionals you work with protect against wire fraud?
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Make sure they have 2FA
enabled

* Make sure that real estate agents know that if they are using
an unsecured e-mail address like gmail, they have enabled
2FA.
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https://www.youtube.com/watch?time contin
e=58&v=ek4TwC9owwY
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Do you have cyber-liability

insurance

* Even if you have such a policy, you must be following their
guidelines before they will pay for a claim.
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Thank You!

© 2016 Copyright Old Republic National Title Insurance Company



	
	Slide Number 2
	Outline
	I. Why is wire fraud so prevalent
	Slide Number 5
	II.  Know Your Network
	Passwords:  Your First Line of Defense
	Slide Number 8
	Slide Number 9
	2FA:  An Added Layer of Protection
	Email
	Slide Number 12
	Playing Detective
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Top 5 Email Security Tips
	Slide Number 18
	Slide Number 19
	Wi-Fi
	Encryption
	Hardware
	Software/Apps
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Estate Fraud
	Who is Responsible for Wire Fraud Losses
	Trust Accounts �Rule 1.15
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	III & IV.  Humans are the weakest link
	Slide Number 47
	Slide Number 48
	Slide Number 49
	V.  Working with partners
	Make sure they have 2FA enabled
	Slide Number 52
	Slide Number 53
	Slide Number 54
	Do you have cyber-liability insurance
	Slide Number 56
	Slide Number 57
	Slide Number 58

